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Abstract: The research paper introduces an innovative 
framework that harnesses the capabilities of In- ternet of 
Things (IoT) and cloud computing technologies to 
revolutionize patient data collection within smart 
healthcare systems. This framework bears similarities to 
the Electronic Health Records System (EHRS) in the 
USA and aligns with the development of a health stack 
in India. In this context, the Raspberry Pi functions as a 
central gateway device, facilitating seamless con- 
nections between various sensors and medical devices 
for data acquisition. The collected data is then 
transmitted to a cloud-based platform for secure 
storage, comprehensive analysis, and seam- less 
accessibility by healthcare providers. This system, in line 
with the development of the health stack in India, aims 
to create a robust and standardized digital 
infrastructure for healthcare data management. By 
doing so, it paves the way for a nationwide health 
information exchange system, similar to the EHRS 
[Rahman et al.2019]in the USA. The framework also 
empowers remote mon- itoring, real-time data analysis, 
and the provision of personalized healthcare services to 
patients, thus significantly enhancing the efficiency and 
effectiveness of healthcare systems in India, while 
promoting interoperability and data exchange, akin to 
the EHRS model in the USA. 
 

I. OBJECTIVE 
The principal objective of this academic endeavor is to 
conceive and execute an IoT-Cloud frame- work embedded 
within a smart healthcare system. The pivotal component in 
this framework is the Raspberry Pi, chosen for its role in 

patient data collection. The core objectives of this project 
are as follows. 
• To engineer a resilient and secure communication 

infrastructure, facilitating seamless data col- lection 
between Raspberry Pi and an array of sensor devices 

• To establish a seamless and efficient linkage between 
Raspberry Pi and a cloud-based platform, thereby 
enabling swift data transmission and secure storage. 

• To deploy sophisticated data processing and analysis 
algorithms on the cloud platform, with the primary goal 
of unearthing valuable insights from the extensive pool 
of patient data collected. 

• To furnish the framework with capabilities for remote 
patient monitoring and real-time access to their data, 
meeting the demands of healthcare providers and 
enhancing the quality of care. 

• To institute and enforce stringent data privacy and 
security measures, a crucial facet in ensuring the 
protection of confidential patient information. 

 
Problem Statement 
In conventional healthcare systems, the process of gathering 
patient data is often reliant on manual procedures and in-
person interactions, resulting in time-consuming, inefficient, 
and error-prone meth- ods. Furthermore, the absence of 
immediate access to patient data constrains healthcare 
providers’ capacity to offer timely and individualized care. 
The fundamental issue addressed by this project pertains to 
the necessity for an efficient and automated system for the 
collection and management of patient data within a smart 
healthcare environment. The proposed IoT-Cloud 
framework, employing Raspberry Pi, seeks to surmount the 
limitations associated with traditional data collection 
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practices by harnessing the potential of IoT and cloud 
computing technologies. Through the integration of sensors, 
Raspberry Pi, and a cloud-based platform, the framework 
facilitates seamless data collection, real-time monitoring, 
and in-depth analysis of patient data. This endeavor 
effectively tackles the chal- lenges linked to manual data 
collection, restricted access to patient information, and the 
demand for personalized healthcare services. In essence, the 
overarching goal of this framework is to enhance the 
efficiency, precision, and accessibility of patient data within 
healthcare systems, ultimately leading to improved 
healthcare delivery, enhanced remote monitoring 
capabilities, and better patient outcomes. 
 

II. INTRODUCTION 
In recent times, the fusion of Internet of Things IoT and 
cloud computing has ushered in a profound transformation 
across multiple sectors, with healthcare being at the 
forefront of this revolution. The healthcare industry is 
presently undergoing a fundamental transition toward 
intelligent healthcare systems, harnessing IoT and cloud 
technologies to elevate patient care and operational 
efficiency. A pivotal challenge within these smart healthcare 
systems [Vippalapalli and Ananthula2016] revolves around 
the effective collection and management of patient data. 
The IoT-Cloud framework devised for patient data 
acquisition in smart healthcare systems using Raspberry Pi 
offers a comprehensive solution to address the limitations of 
conventional patient data collection methods. This 
framework seamlessly amalgamates the capabilities of IoT 
devices, particu- larly Raspberry Pi, with cloud-based 
platforms to enable the frictionless acquisition, secure 
storage, and in-depth analysis of data [Ranchal et al.2020]. 
At its core, the framework relies on Raspberry Pi, serving as 
a vital gateway device. This versatile component establishes 
connections with a diverse array of sensor devices, 
including vital signs mon- itors, wearable devices, and 
various other IoT-enabled medical equipment. Raspberry Pi 
diligently accumulates data from these devices, 
encompassing critical patient metrics such as vital signs, 
activity levels, and other essential health parameters. 
Upon the completion of data collection, Raspberry Pi 
establishes a secure conduit to a cloud-based platform, 
which operates as a centralized repository for data storage 
and management. This plat- form exhibits scalable storage 
capabilities and incorporates advanced data processing and 
analysis algorithms, thus deriving meaningful insights from 
the amassed data. Importantly, it complies with healthcare 
standards like Fast Healthcare Interoperability Resources 
(FHIR) [Hong et al.2017], Digital Imaging and 
Communications in Medicine (DICOM), Health Level 7 
version 2 (HL7v2) [Rajeev2011], and OpenHIE (OHIR) for 
seamless data exchange and interoperability. 

Healthcare professionals gain access to this cloud-based 
platform via web or mobile interfaces. These interfaces 
empower real-time monitoring of patient data, remote 
access to medical records, and the delivery of highly 
personalized healthcare services [Malik and Sulaiman2013]. 
Furthermore, the platform is equipped to issue alerts and 
notifications for critical events, allowing healthcare 
providers to respond promptly to patient needs while 
adhering to robust data standards. 
The IoT-Cloud framework designed for patient data 
collection in smart healthcare systems using Raspberry Pi 
not only offers a myriad of advantages such as streamlining 
data collection procedures, eliminating the need for manual 
data entry, and enhancing data accuracy, but also ensures 
seamless integration with industry-specific standards like 
FHIR, DICOM, HL7v2, and OHIR. Additionally, it 
facilitates remote patient monitoring, customizes healthcare 
services, and fosters data-driven decision-making. 
In summary, this visionary framework marks a 
transformative shift in patient data collection within smart 
healthcare systems. By unifying the capabilities of IoT 
devices, Raspberry Pi, and cloud comput- ing, it establishes 
a solid foundation for a more efficient, interconnected, and 
patient-centric healthcare ecosystem, all while ensuring 
compliance with essential healthcare data standards. 
 

III. LITERATURE REVIEW 
In recent years, the healthcare sector has witnessed a 
paradigm shift with the integration of Internet of Things 
(IoT) and cloud computing technologies [R et al.2021]. This 
transformation has brought about significant improvements 
in patient care and operational efficiency within the 
healthcare industry. Smart healthcare systems, which 
leverage IoT and cloud technologies [Fernandez and 
Pallis2014], are becoming the cornerstone of modern 
healthcare, reshaping how patient data is collected, 
managed, and analyzed. These systems have shown promise 
in addressing the challenges associated with traditional 
healthcare data collection methods, particularly in terms of 
efficiency, data accuracy, and accessibility. 
Recent developments in IoT technologies in healthcare have 
opened up new possibilities for data collection and analysis. 
IoT devices, such as Raspberry Pi [Gupta et al.2015], have 
gained prominence as powerful gateways for connecting 
various sensors and medical equipment, significantly 
expanding the range of data that can be collected. The 
utilization of IoT devices allows for real-time monitoring 
and data transmission, enabling healthcare providers to 
make timely and informed decisions regarding patient care. 
This represents a significant advancement over traditional 
manual data collection meth- ods and underscores the 
potential for IoT in enhancing healthcare services. 
The adoption of healthcare data standards is another notable 
development in the field. Standards like HL7v2 (Health 
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Level Seven Version 2) and FHIR (Fast Healthcare 
Interoperability Resources) play a pivotal role in ensuring 
the interoperability of healthcare data systems [Stan and 
Miclea2018]. They enable the seamless exchange of 
healthcare information, making it easier to collect, manage, 
and analyze patient data across various platforms and 
systems. The compatibility with such standards has the 
potential to streamline data integration and provide a more 
comprehensive view of patient health, enhancing the 
capabilities of IoT and cloud-based healthcare systems. 
Cloud healthcare engines, such as the Google Cloud 
Healthcare Engine [Cloudnd], have become integral to the 
implementation of IoT-Cloud frameworks in healthcare. 
These engines offer scalable and secure storage solutions for 
patient data, making it possible to manage and analyze vast 
amounts of healthcare information efficiently. Furthermore, 
they often include data processing and analysis ca- pabilities 
that are essential for deriving valuable insights from 
collected patient data. The integration of these engines into 
IoT-Cloud frameworks adds a layer of sophistication and 
convenience, allowing for data-driven decision-making and 
personalized healthcare services. This literature review 
underscores the evolving landscape of IoT and cloud 
technologies in healthcare, highlighting their potential to 
revolutionize patient data management and ultimately 
enhance the quality of healthcare services. 
 

IV. PROPOSED SOLUTION 
1. Block diagram 
The block diagram Figure.5 illustrates an IoT-based 
healthcare system with Raspberry Pi as the central 
controller, featuring essential components such as a 
temperature sensor, pulse sensor, ESP8266 for wireless 
communication, IoT devices for diverse health metrics, an 
LCD display for real-time data visualization, and a buzzer 
for immediate alerts. FHIR and HL7v2 protocols are 
deployed within the Raspberry Pi to ensure standardized and 
secure healthcare data exchange, facilitating seamless 
interoperability among devices and promoting consistent 
health data messaging. This comprehensive system 
empowers efficient patient data collection, real-time 
monitoring, and timely alerts, thereby enhancing the quality 
of patient care and healthcare delivery. 
 
 

 
 

Figure 1: Block diagram of the proposed solution 
 

2. Components 
1. Raspberry PI 
At the core of the system, Raspberry Pi serves as the central 
hub responsible for data processing, analysis, and 
communication. It connects and coordinates various 
peripherals and data sources for effective patient data 
collection. 

 

 
Figure 2: Image of a raspberry pi src:-Wikipedia 

 
2. Temperature sensor 
A temperature sensor, integrated with the Raspberry Pi, 
monitors and records the patient’s body temperature. This 
data is crucial for tracking fever or abnormal temperature 
variations. 
 
3. Pulse sensor 
The pulse sensor interfaces with Raspberry Pi to collect 
real-time pulse rate data, providing insights into the 
patient’s cardiac health. 
 
4. ESP8266 
The ESP8266 module ensures wireless connectivity, 
enabling data transmission to cloud platforms, as well as 
real-time monitoring of patient data via the Internet of 
Things (IoT). 
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Figure 3: Image of a Temperature sensor MLX90614 src:-

Circuit digest 
 

 
Figure 4: Image of a Pulse sensor src:-Iot design pro 

 
5. Iot Devices 
Various IoT devices, represented collectively, encompass a 
range of health sensors and monitors. These devices 
continually collect diverse patient health metrics Figure.6, 
including vital signs, physical ac- tivity, and other relevant 
data. 
 
6. LCD display 
An LCD display Figure.7, controlled by the Raspberry Pi, 
offers a user-friendly interface to view real-time health data, 
providing instant feedback to patients and healthcare 
providers. 
 
7. Buzzer 
The buzzer Figure.8 serves as a notification system, 
generating alerts in response to critical health events or 
threshold breaches, ensuring immediate attention to patient 
needs. 
 
Working and design flow 
This design flow illustrates Figure.9 the sequential operation 
of the IoT-based healthcare system. It commences with data 
collection and wireless transmission, followed by data 
integration and secure transfer to the Google Cloud 
Healthcare Engine. Real-time monitoring and alert 

generation enhance healthcare service delivery, ensuring the 
timely response to patient needs and critical health events. 
 
1. Working Principles 
• Step 1: Data Collection 
 

 
Figure 5: Image of a ESP8266 module:-Robocraze 

 

 
Figure 6: Image of patient data metrics 

 
• Sensors such as a temperature sensor and pulse sensor 

continuously monitor patient vital signs. 
• These sensors send the collected data to the Raspberry 

Pi for processing. 
 
Step 2: Wireless Communication 
• The ESP8266 module establishes wireless 

communication, securely transmitting collected data to 
the Raspberry Pi. 

• The Raspberry Pi acts as a central data aggregator. 
 
Step 3: Data Integration 
• IoT devices, encompassing vital signs monitors, 

wearable health trackers, and medical sen- sors, collect 
diverse health metrics. 

• The Raspberry Pi acts as a central data aggregator. 
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• The data processing environment, including the FHIR, 
DICOM and HL7v2 protocol han- dlers, is 
containerized using technologies like Docker [Islam et 
al.2021]. 

 
Step 4: Data Processing 
• They transmit this data to the Raspberry Pi, expanding 

the range of health data collected. 
 

 
Figure 7: 640 DPI LCD display src:- Robu 

 

 
Figure 8: 640 DPI LCD display src:- Robu 

 
 
• The Raspberry Pi processes incoming data, including 

temperature, pulse rate, and other health metrics. 
• The data is structured using the FHIR and HL7v2 

protocols, ensuring standardized and inter-operable data 
exchange. 

• A dedicated DICOM-compatible medical imaging 
sensor is connected to the Raspberry Pi. The sensor 
captures medical images and creates DICOM datasets, 
which are also transmit- ted to the Raspberry Pi for 
processing. 

• Step 5: Data Transmission 
• The containerized processing environment securely 

communicates with the Google Cloud Healthcare 
Engine using the MLLP (Minimum Lower Layer 
Protocol) for healthcare data exchange. 

• This cloud-based platform securely stores and manages 
patient data, offering scalability for data storage and 
management. 
Step 6: Data Storage and Management 

• The Google Cloud Healthcare Engine API provides a 
secure and scalable storage solution for patient data. 

 

 
Figure 9: Designflow of the system 
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• The platform includes data processing and analysis 
capabilities to derive valuable insights from the data. 

 
Step 7: Real-time Monitoring 
• Healthcare providers and authorized personnel access 

the patient data through web or mobile interfaces. 
• An LCD display offers real-time data visualization, 

while the cloud-based platform allows for remote 
access to medical records and real-time monitoring. 

 
Step 8: Immediate Alerts 
• The system employs a buzzer to generate alerts in 

response to critical health events. 

• Alerts are triggered based on pre-defined thresholds and 
data analysis results, ensuring a prompt response from 
healthcare providers. 

 
V. RESULTS 

The results of implementing a healthcare data collection 
system using a Raspberry Pi, containerized MLLP (Minimal 
Lower Layer Protocol) protocols for transferring HL7v2, 
FHIR data, and DICOM data, and ingesting this data into 
the Google Cloud Healthcare API paint a promising picture 
of efficient and streamlined healthcare data management. 

 
1. Ingesting HL7V2 data set in cloud using MLLP adapter deployed in docker 

 
Figure 10: Upon successful ingestion of HL7V2 data in google cloud 

 
The successful ingestion of HL7v2 Figure.10 data into the 
Google Cloud Healthcare API is achieved through the 
deployment of an MLLP (Minimal Lower Layer Protocol) 
adapter within a container- ized environment. This strategic 
approach ensures the seamless transfer of healthcare data in 
the standardized HL7v2 format to the Google Cloud 
Healthcare API. The MLLP adapter acts as a bridge, 
enabling secure and reliable data transmission between the 
containerized system and the API [Poyyeri et al.2016]. It not 
only ensures data integrity but also provides a structured and 

orderly flow of patient information. This integration not 
only streamlines data ingestion but also maintains the 
integrity and interoperability of healthcare data, allowing 
healthcare providers to access, manage, and analyze patient 
information with ease and precision. The result is an 
efficient and secure data transfer process, enhancing the 
capabilities of the Google Cloud Healthcare API to support 
healthcare data management and promote informed 
decision-making in the healthcare ecosystem. 

 
2. Ingesting FHIR data in google cloud 

 
Figure 11: querying results of FHIR data ingested by google cloud 

 
The ingestion of a FHIR (Fast Healthcare Interoperability 
Resources) dataset into a healthcare data management 
system is a straightforward and effective process. FHIR’s 
compatibility with mod- ern healthcare systems ensures 
smooth data ingestion, and the chosen data management 
system ef- ficiently stores this data securely, in a structured 
and standardized manner. This system not only offers robust 
data storage but also provides accessibility shown in 
Figure.11 and data management capabilities. Integrating 
FHIR data promotes healthcare data interoperability and 
supports a con- nected, data-driven healthcare environment. 
Healthcare providers can leverage this standardized data to 
make informed decisions, leading to enhanced patient care 
and healthcare service delivery. This process exemplifies 

how data management systems can effectively handle 
FHIR-based healthcare data, ultimately contributing to 
improved healthcare outcomes. 
 
3. Ingesting and viewing DICOM dataset using cloud 

and OHIF viewer 
Ingesting DICOM (Digital Imaging and Communications in 
Medicine) images into a healthcare API and making them 
accessible through the OHIF (Open Health Imaging 
Foundation) [Ziegler et al.2020] viewer provides an 
efficient and user-friendly approach to medical image 
management. The health- care API securely receives and 
stores DICOM images, ensuring data integrity and 
compliance with regulatory standards. Through the OHIF 
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viewer Figure.12, authorized healthcare professionals can 
easily access and interpret medical images, fostering rapid 
decision-making and improved patient care. To address 
privacy concerns, healthcare information within the DICOM 
images can be de-identified Figure.13, ensuring the 
protection of patients’ sensitive data. This process scrubs 
any personally iden- tifiable information, enabling secure 

sharing and analysis of medical images without 
compromising patient privacy. In this way, the combination 
of DICOM ingestion, OHIF viewer accessibility made 
possible by OHIF docker [Joel McCune2020], and de-
identification practices within the healthcare API 
streamlines the utilization of medical images while 
maintaining robust data security and privacy. 

 

 
Figure 12: OHIF viewer for viewing DICOM data from the web 

 

 
Figure 13: De-Identifing using a api that is called by the user 

 
VI. CONCLUSION 

In conclusion, the multifaceted systems described herein 
represent the embodiment of a modern health- care 
paradigm that harnesses the power of technology to 
optimize patient data collection, management, and analysis. 
The integration of diverse healthcare data sources, including 
IoT devices, Raspberry Pi, HL7v2, FHIR, DICOM, and 
secure cloud platforms, offers a comprehensive and 
cohesive approach to healthcare data management. These 
systems not only streamline data collection and transmission 
but also ensure the security and interoperability of 
healthcare information. They enable real-time moni- toring, 
prompt alerting, and easy accessibility to healthcare 
providers, thereby enhancing healthcare service delivery. 
Moreover, the integration of the OHIF viewer simplifies the 
interpretation of medical images, facilitating quick and 
informed decision-making. The incorporation of data de-
identification safeguards patient privacy while supporting 
secure data sharing and analysis. In a rapidly evolving 
healthcare landscape, these systems lay the foundation for 
patient-centric care, data-driven decision- making, and 
ultimately, improved patient outcomes. 

The future scope of the described systems holds great 
potential for the ongoing evolution of health- care 
technology. Key areas of advancement include the 
integration of artificial intelligence and machine learning to 
enhance predictive analytics and personalized treatment 
recommendations. Telemedicine and remote monitoring can 
broaden healthcare accessibility, wearable and implantable 
devices can offer continuous real-time health data, and 
blockchain technology can fortify data security. 
Emphasizing interoperability standards, adherence to global 
healthcare data standards, and personalized medicine 
recommendations can further advance patient care. 
Additionally, harnessing data analytics for research and 
ensuring regulatory compliance will be crucial. As these 
systems continue to adapt, they will con- tribute to the 
progression of global healthcare access and delivery, 
fostering a more patient-centric, data-driven, and efficient 
healthcare ecosystem. 
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